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Kremlin-aligned communities on Telegram and 
VKontakte (a Russian social media platform) 
have been engaging in a systematic campaign 
to damage perceptions of Ukrainian refugees 
across Europe. These efforts are transparently 
geared towards inciting anti-refugee sentiments 
and fostering polarisation, stoking tensions 
between Ukrainian refugees and both the 
Russian-speaking diaspora and local host 
communities. 

Growing evidence suggests that these 
communications are part of a coordinated  
state-backed Russian campaign rather than a 
result of the authentic grassroots behaviour  
of pro-Russian online communities. 

ExTrac has been collecting historic and real-time data 
from pro-Kremlin and Kremlin-adjacent social media 
feeds since late 2021 with a view to tracking perceptions 
of the war among Putin-aligned communities on- and 
offline. In February of this year, we detected a protracted 
surge of inauthentic behaviour across these feeds that 
directly precipitated, by exactly one week, the invasion of 
Ukraine. While overall levels of communications activity 
in these pro-Kremlin spaces have declined significantly 
since the early weeks of the war, the ecosystem remains 
energised, fostering and amplifying dis- and misinformation 
disseminated and/or introduced by the Kremlin.

Since the start of the conflict – but coming into sharper 
refrain in recent weeks – one key focus of these efforts has 
been on Ukrainian refugees and their interactions with host 
communities in Europe in particular.

Since late February – when Russia’s invasion of Ukraine 
triggered a massive wave of refugees into western Ukraine, 
eastern Europe, and beyond – Kremlin-aligned communities 
have set out to popularise several core refugees-focused 
narratives. These narratives, which have been conveyed 
through a wide array of multimedia content, including 
anything from videos and posters to music and poetry, have 
served as a means to work towards Russia’s strategic goals. 
A recent incident in Vienna, Austria, which we explore in 
greater detail below, serves as an example of how these 
narratives are popularised online, using well-known pro-
Russian actors in target states as well as aspects of Russian 
state media.

For the most part appearing to be user-generated (rather 
than Kremlin-produced), this campaign – which may yet 
turn out to be coordinated with or possibly even directed 
by the Kremlin – depicts Ukrainians as radical Russophobe 
nationalists and criminal opportunists. Crucially, these ideas 
are not being shared intermittently or at random. Rather, 
even though the content on which they are predicated is 
seemingly emerging organically, they are being propagated 
at scale, directed at core audiences, and steered to achieve 
maximum polarising effect.

OVERVIEW BACKGROUND
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Recent investigations by ExTrac suggest that,  
while the discursive trends identified in this  
report seem at first glance to be user-generated, 
they have been emerging as part of a coordinated 
and possibly state-backed effort.

Early Manifestations on State Television 

The roots of this effort track all the way back to the 
beginning of the war in Ukraine when, on 4 March, as pro-
Russian Telegram channels first began to share anti-refugee 
content online, Russian Federal Television Channel 1 weighed 
in on the matter, airing a news piece that set out three core 
narratives about Ukrainian refugees that, as is shown in the 
below pages, remain unwaveringly dominant online today: 
the ostensible Russophobia of refugees; their purported 
violent tendencies and general criminality; and their alleged 
ingratitude to host communities. 

Notably, to ‘evidence’ this position, the news item in 
question featured several personal testimonies of Russian 
speakers who had allegedly witnessed, first hand, Ukrainian 
refugee Russophobia and ingratitude – videos that had 
first started to appear on pro-Russian Telegram and VK 
channels just a few days before the 4 March broadcast. 

The fact that this news feature – with each of these three 
specific discourses, which remain preeminent among pro-
Kremlin communities today – appeared on one of Russia’s 
prime state television platforms when it did is significant. 
After all, the content of Channel 1 is closely monitored, and 
often directly delineated by, the Kremlin.

GRASSROOTS MOVEMENT OR  
GOVERNMENT CAMPAIGN?

Figure 1. Russian Federal Channel 1 anchor-woman Ekaterina Andreeva presenting an anti-refugee news feature on  
4 March 2022.
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Yandex Search Engine: Pushing Anti-Refugee Frames

The notion that this campaign is state-backed or at least 
state-promoted looks even more likely when refugee-
related search results on the Russian-language Yandex 
search engine are taken into account.

Multiple investigations into Yandex in recent years have 
found that, since the late 2000s, it has been cooperating 
with the Kremlin in its news sections as well as curating 
search appearances on the platform. Since the beginning 
of the war in Ukraine, these practices appear to have 
intensified, with such prominent examples including 
‘cleansing’ the search engine of images of the massacres in 
the Kyiv suburb of Bucha (see Figure 2).

Figure 3. Image search for ‘Bucha’ on Google, showing some of the many highly publicised photos of the destroyed 
town and the aftermath of the massacre. 13 June 2022.

Figure 2. Image search for ‘Bucha’ on Yandex does not reveal any images of the aftermath of the massacres in the 
town, which were widely covered by international media. 13 June 2022.
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When the term ‘Ukrainian refugees’ (украинские 
беженцы) is typed into Yandex, the first suggested 
search is ‘Ukrainian refugees in Europe how they behave’ 
(украинские беженцы в европе как ведут себя) (see 
Figure 4). This search in turn returns tens of thousands of 
results highlighting the three abovementioned anti-refugee 
discourses: Russophobia; criminality; and ingratitude. Given 
what we already know about Yandex, this further suggests 
the Kremlin’s active involvement in propagating anti-refugee 
sentiments.

Figure 4. The first suggestion when typing ‘Ukrainian 
refugees’ into the Yandex search engine is ‘Ukrainian 
refugees in Europe how they behave.’
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This section explores the three  
abovementioned themes that  
undergird this campaign:

RUSSOPHOBIA

VIOLENCE & CRIMINALITY 

INGRATITUDE

THEMES RUSSOPHOBIA

One of the core assertions that Kremlin proponents have 
consistently been making about Ukrainian refugees in recent 
months is that they are radical, anti-Russia nationalists 
working to promote anti-Russia causes in their host 
countries. These claims have been especially prominent in 
relation to countries with large Russian-speaking populations 
such as Moldova and Latvia, as well as countries with smaller 
but still substantial Russian expatriate communities like 
Germany, Israel, and even Greece. 

This framing has in large part revolved around Ukrainians’ 
purported hostility towards the Russian expatriate 
communities that have ostensibly been trying to help them. 
Among other things, this has manifested in Ukrainians’ 
‘aggressive’ rejection of Russian culture and, as part of that, 
the Russian language. 

Figure 5 shows one of the most widely viewed refugee-
hostility videos, which dates back to early March. In it,  
a Russian expatriate claiming to live in Germany complains 
that while she and other members of the Russian diaspora 
were trying to support Ukrainian refugees who were 
arriving in Germany, they were met with ‘pig-like’ aggression 
and hostility.

In the weeks that followed that video’s emergence,  
reporting on the hostility of Ukrainian refugees has  
been heavily amplified within pro-Kremlin circles.  
Much of the time, this has  revolved around Ukrainians’ 
refusal to respect and speak the Russian language. This 
taps into a long-promoted Russian government narrative 
about hostile ‘language politics,’ which essentially holds that 
the ‘Nazi’ Ukrainian establishment has been systematically 
working to suppress and ultimately eradicate the Russian 
language (and by proxy Russian culture) from Ukraine for 
years (see Figure 6). Consequently, this stream of content 
serves a dual function of framing pro-Russia separatists in 
Ukraine as victims and Ukrainian refugees in Europe as anti-
Russian fascists.
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Figure 5. Video of Russian woman in Germany complaining of Ukrainian aggression towards expatriate Russians. Figure 6. Billboard in Russian-occupied Ukraine reading, ‘Don’t be afraid  
to speak Russian.’
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Complementing this idea – i.e., that Ukrainians, unless 
they are overtly supportive of Moscow, are fundamentally 
Russophobic – are allegations made about refugees engaging 
in acts of violence against Russians. 

Figure 7 is a screenshot from an especially popular, 
and particularly blatant, lie spread by Kremlin-aligned 
communities to this end. It shows a woman accusing 
Ukrainian teenagers of beating a Russian-speaking boy to 
death in Germany, a story that was rapidly debunked by the 
German police at the time. German media subsequently 
found the woman behind the video, who ultimately issued 
an apology for spreading false claims (see Figure 8).

VIOLENCE & CRIMINALITY

Figures 7 and 8. Top: Video in which woman claims 
Ukrainian teenagers killed a Russian-speaking boy.  
Bottom: Said video fact-checked and found to be false.

REPORT | 15 JUNE 2022

© 2022 ExTrac7extrac.io



Simultaneously, Kremlin-aligned communities have been 
working to popularise the notion that Ukrainians are not 
‘only’ hostile to and/or violent against Russian-speakers. 
Rather, pro-war influencers frequently share content 
purporting to show the ‘savagery’ and ‘criminality’ of 
refugees fleeing the war. Figure 9 shows a widely shared 
image from May which, per the Telegram users that shared 
it, depicts damage to a refugee centre in Bern caused by 
Ukrainian children.

Taking this even idea further was ‘news’ analysis (see Figure 
10) that was widely amplified across the Kremlin-aligned 
ecosystem at around the same time. It claimed that, as a 
result of the inflow of Ukrainian refugees into European 
Union (EU) countries, employment rates had plunged and 
criminality was set to rise sharply – including an ostensible 
subset of crime ambiguously termed ‘Ukrainian ethnic crime.’

Figure 9. Kremlin supporters share image of alleged damage to refugee centre in Bern.
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Figure 10. ‘Analysis’ on the implications of the influx of Ukrainian refugees into Europe. 
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The third core tenet of Russian anti-refugee activism  
has been the idea that Ukrainian refugees are ‘ungrateful,’ 
a notion that is seemingly being promoted with a view to 
turning non-Russian host communities against Ukrainians.  
To convey this idea, pro-war activists have been sharing 
videos or images of Ukrainians acting in a ‘spoilt’ and 
‘ungracious’ manner – at least in the eyes of those  
sharing them. 

For instance, Figure 11 shows a video of a Ukrainian refugee 
who is visibly drunk deriding Estonians for being hostile 
towards Ukrainians and calling Estonia ‘a poor country’ 
in which nobody wants to live. This video, even though 
it represents just one woman’s individual discontent, has 
become emblematic of the broader refugee community 
among online supporters of the Kremlin. Her apparent 
dislike for Estonia is transmuted and scaled up, implied 
to be an essential belief held by all Ukrainian refugees 
wherever they are. 

INGRATITUDE

Figure 11. Video showing Ukrainian refugee expressing discontent towards Estonia, which has been touted by 
Kremlin-aligned accounts as being emblematic of the broader refugee community’s sentiments towards host states.
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In a similar vein, many Ukrainian refugees are being framed 
as ’frauds.’ Kremlin-aligned feeds on Telegram in particular 
are replete with videos and photographs framing Ukrainian 
refugees as wealthy opportunists seeking to take advantage 
of the war to further their own individual interests. This 
sub-genre of content belittles and satirises the outflow of 
refugees from Ukraine, framing them as ‘taking a vacation’ 
rather than fleeing fighting. For example, Figure 12 shows a 
Moldovan woman caricaturing a rich female refugee asking 
a poor Moldovan for directions to Europe as she is fleeing 
‘war’ and ‘not poverty.’ 

Other instances of this same framing include the 
amplification of images of Ukrainian wealth in western 
Europe. Figure 13 shows an image of a Tesla car with 
Ukrainian number plates parked in western Europe, its 
caption reading ‘“Refugees” on the outskirts in a Tesla.’ 
Similarly, Figure 14 shows a video depicting a purported 
refugee talking about her personal wealth and shopping 
habits in Europe. 

Figure 12. Caricature of wealthy Ukrainian refugees in Moldova.
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Figure 13. Image of Ukraine-plated Tesla shared with a view to framing Ukrainian refugees as 
wealthy elites on ‘holiday.’

Figure 14. Critique of the purportedly materialistic attitude of Ukrainian refugees in  
western Europe. 
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CASE STUDY: THE VIENNA INCIDENT, 25–31 MAY 2022 

A recent flashpoint in these efforts to discredit Ukrainian 
refugees occurred at the end of May 2022 in Vienna 
where, according to the Austrian police, a parking dispute 
between a local taxi driver and a group of Ukrainian 
refugees escalated into a violent clash. The incident, which 
was amplified widely across Telegram, VK, Twitter and 
Facebook by Kremlin-aligned communities (among others) 
in the days that followed, was positioned as a paradigmatic 
example of refugees being ‘criminals’ and ‘spoilt’ (the latter 
on account of the fact that the Ukrainians purportedly 
involved were driving in a ‘luxury’ SUV).

The altercation was captured on camera, with footage of 
its last few minutes ultimately going viral on Twitter and 
Facebook after being promoted by, among others, a right-
wing Austrian politician (and, later, supporters of QAnon). 
The clip in question was also amplified by pro-Russian 
activists across Telegram and VK. Inasmuch as this was 
the case, the incident further demonstrated the already 
well-documented alignment, both ideologically and on an 
operational level, between right-wing European populists 
and Russian political agitators.

Interestingly, it took several days for the Vienna incident to 
be picked up by pro-Kremlin activists, even though its going 
viral was largely down to their efforts. Immediately after 
the altercation on 25 May – and before any video footage 
had emerged – the leader of Austria’s right-wing Freedom 
Party, Dominik Nepp, was the first to publicise it (but with 
little effect). Specifically, on 26 May, he wrote about it on 
Twitter, framing it as emblematic of Ukrainian ‘criminality.’ 
Then, one day later on 27 May, a mysterious Twitter 
account that had no previous activity and just one follower 
posted a video that had been cut to show just the last part 
of the altercation – in which a man could be seen being 
attacked by the driver of a Ukrainian-plated vehicle. 

Figure 15. On 27 May, two days after 
the incident, a Twitter account with one 
follower and no previous activity posted a 
clip of the altercation.

Figure 16. Different Facebook users share video of altercation 
using exact same wording to describe it.
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CASE STUDY: THE VIENNA INCIDENT, 25–31 MAY 2022 

Thereafter, this one-sided clip of the video was circulated, 
both authentically and inauthentically, across various social 
media platforms like Twitter, Facebook, Telegram and 
VKontakte. In many cases, it was posted alongside text 
framing it with the exact same language. The video was 
also re-posted by Nepp, who called for refugees to ‘Get 
out of our country!’. Nepp’s rhetoric was, predictably, 
enthusiastically received by pro-Kremlin communities active 
on Telegram and VK, with screenshots of his posts and 
media appearances ending up reposted across dozens of 
pro-Moscow feeds in the days that followed. 

Exactly one week after the incident on 31 May, the Russian 
news agency RT weighed in, framing it and what followed 
as a sign that Europe is turning against Ukraine and 
Ukrainians. This was a confirmation that the Russian state 
had been monitoring, and had ultimately bought into, the 
event, using it as ‘evidence’ to support its broader efforts 
to drive a wedge between Ukrainian refugees and their host 
communities in Europe.

Figure 18. RT report about the Vienna incident.

Figure 19. A Timeline of the Vienna incident

25 May
The  
Incident

26 May
Nepp mentions 
the incident on 
Twitter

27 May

A video is 
shared by a 
previously 
inactive Twitter 
user

The video is 
shared virally 
across Twitter 
and Facebook

28 May

Nepp tweets 
about the 
incident, writing 
‘Get out of our 
country!’

Nepp’s Tweet 
amplified within 
pro-Kremlin 
Telegram

29 May

30 May

31 May
RT covers the 
incident

Figure 17. Pro-Russian Telegram channels amplified 
Nepp’s anti-refugee rhetoric.
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Russian strategic communications efforts have long set 
out to foment polarisation and undermine social and 
political cohesion in liberal-democratic societies. To date, 
the most infamous manifestation of this effort occurred 
in the context of the 2016 United States (US) elections, 
something that has been documented extensively by 
media, government officials, and researchers.

This report indicates that similar dynamics are now at 
play in the context of the hundreds of thousands of 
Ukrainians who have fled the war in recent months. 
Depicting refugees in a bad or even dangerous light and 
stoking tensions between them and Russian expatriate 
and/or host communities, this campaign ties directly 
into a fundamental goal of Russia’s approach to external 
influence operations: undermining social cohesion in 
adversary states.

SIGNIFICANCE
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